
Cyber Security 
Education and Planning

w w w. w o r l d o x . c o m



Why isn’t everyone prioritizing Security?
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SECURITY

CONVENIENCE



Security Top Concern
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ILTA Technology Survey 2015

What are the top 3 issues or annoyances within your firm?

Trending data

2015-2012



Learning the Hard Way
In the news…

110 million 
individual’s 

contact 
information 

stolen

350,000 individual’s 
credit card 

information stolen

2.6 million individual’s 
credit card information 

stolen

Email 
service for 1 
billion users 

hacked

400,000 credit and 
debit cards were 

compromised

Hacked 
from 

within for 
two 

weeks

Cyber attack led to 
access of 223 million 

user accounts

15 million users 
affected by denial-of-

service attacks

100 million users 
affected by denial-
of-service attacks

Credit card 
information for 

33 locations was 
stolen and sold

Personal data for 
4.5 million patients 

compromised

Customer data 
from 60 store 

locations stolen 
including financial 

data

Personal data 
from multiple 

locations 
compromised

56 million 
shopper’s credit 
card information 

stolen

5 million Gmail 
username and 

passwords stolen 

Online data storage 
hacked to post 

celebrities’ private  
photos online

880,000 customer’s 
credit card 

information stolen 
from 330 stores 

In April 2016, 11.5 million files 

and 2.6 terabytes were hacked 

from the database of the 

world’s fourth biggest offshore 

law firm, Mossack Fonseca. 

The incident is known as the 

Panama Papers.

The documents show, among 

other things, how clients –

including high profile 

politicians – allegedly hid 

assets. 

Worldox Security & Encryption4



FBI Warnings to Law Firms
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Learning the Hard Way
In the news…
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ABA model rules
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Rule 1.1 – Competence

To maintain the requisite knowledge and skill, a lawyer should keep 
abreast of changes in the law and its practice, including the 
benefits and risks associated with relevant technology, engage 
in continuing study and education and comply with all continuing 
Legal education requirements to which the lawyer is subject.

Rule 1.6 – Confidentiality of Information

…(c) if the lawyer has made reasonable efforts to prevent the access or 
disclosure. Factors to be considered in determining the reasonableness of the 
lawyer’s efforts include, but are not limited to, the sensitivity of the information, the 
likelihood of disclosure if additional safeguards are not employed, the cost of 
employing additional safeguards, the difficulty of implementing the safeguards, 
and the extent to which the safeguards adversely affect the lawyer’s ability to 
represent clients (e.g., by making a device or important piece of software 
excessively difficult to use). 



Formal Opinion 477R
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Reality
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III. SECURITY PROGRAM—FRAMEWORKS AND STANDARDS

• http://blog.martindale.com/cyberattacks-on-law-firms-a-growing-threat

• Mandiant Intelligence Center Report, APT1: Exposing One of China’s Cyber Espionage Units, page 20, available at http://www.mandiant.com.

• Westby, Jody R., “Cybersecurity and Law Firms: A Business Risk,” Law Practice Magazine, Vol. 39, No. 4, available at 

http://www.americanbar.org/publications/law_practice_magazine/2013/july-august/cybersecurity-lawfirms.html

• International Organization of Standardization (ISO), the 27000 series11, http://www.iso.org/iso/home/standards/management-

standards/iso27001.htm

• Information Technology Infrastructure Library (ITIL), http://itil-officialsite.com

• International Society of Automation (ISA), http://www.isa.org

• ISACA, COBIT, http://www.isaca.org/Knowledge-Center/COBIT/Pages/Overview.aspx

• Payment Card Industry Security Standards Council (PCI SSC), https://www.pcisecuritystandards.org/security_standards/documents.php

• National Institute of Standards and Technology (NIST) Special Publication 800 (SP-800) series and Federal Information Processing Standards 

(FIPS), http://csrc.nist.gov

• Information Security Forum (ISF) Standard of Good Practice for Information Security, 

https://www.securityforum.org/?page=publicdownload2011sogp

• Carnegie Mellon University Software Engineering Institute, Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE), 

http://cert.org/octave

• North American Electric Reliability Corporation Critical Infrastructure Protection (NERC-CIP), nerc.com/page.php?cid=2|20

• U.S. Nuclear Regulatory Commission, nrc-stp.ornl.gov/slo/regguide571.pdf

• The Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2), http://energy.gov/oe/services/cybersecurity/electricity-subsector-

cybersecurity-capabilitymaturity-model-es-c2m2

http://blog.martindale.com/cyberattacks-on-law-firms-a-growing-threat
http://www.mandiant.com/
http://www.americanbar.org/publications/law_practice_magazine/2013/july-august/cybersecurity-lawfirms.html
http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
http://itil-officialsite.com/
http://www.isa.org/
http://www.isaca.org/Knowledge-Center/COBIT/Pages/Overview.aspx
https://www.pcisecuritystandards.org/security_standards/documents.php
http://csrc.nist.gov/
https://www.securityforum.org/?page=publicdownload2011sogp
http://cert.org/octave
http://energy.gov/oe/services/cybersecurity/electricity-subsector-cybersecurity-capabilitymaturity-model-es-c2m2


20,000 ft view
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Security Layers
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Current

• Network Perimeter / 

Firewall

• AD

• Locks

• Access logs

• Alarms

• Authentication

Planned

• Education

• Password / Dual Factor

Authentication

• File Sharing

• Remote Access

• Secure Collaboration 

Proactive

• Risk Assessment

• Proactive Penetration Testing

• Archive/Delete

• Pessimistic Model

• Encryption

• Education

• DRM

• MDM/MAM

• Intrusion Detection



Who’s the bad guy?
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Hackers?

Employees with bad practices
• Lack education and training
• Choose weak passwords
• Share login credentials
• Install applications without 

consulting IT
• Upload company files to personal 

cloud storage
• Access company data after 

changing jobs
• Not careful enough with Email



250 Hackers Surveyed
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• “Remembering and changing 
passwords” noted by hackers as top 
source of cyber fatigue.

• Multi-factor authentication and 
encryption are the biggest hacker 
obstacles.

• 31% cited access to privileged 
accounts as best entry point with 
access to an email account a close 
second at 27%.
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DMS

Control

Content

Context

Risk Assessment



Know Your Data (Information Governance)
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Recognize what confidential / private data you maintain 
• Social Security Numbers

• Personally Identifiable Information (PII)

• Protected Health Information (PHI)

• Intellectual Property

• M & A deals

Where does it reside in space and time?

Is it organized in such a way that it can be easily secured?

Law firms are not exempt from litigation holds



Where is your data?
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On premises or in the Cloud?

Mobile Devices?

Laptops?

File Sharing products?



How is your data organized?
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Does your firm have standards by which
documents are saved and organized?

Do you have a Document Management 
System (DMS)?

Is your data organized by client and
matter?



Document Retention
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Vital

Important

Useful

Non-essential

Accounting & Finance

Corporate and 
Exemption

Correspondence / 
Internal Memoranda

Email

Employment, 
Personnel Records

Case Information

Matter 
based

Document 
type 

based



Software Updates
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Windows / Office Updates
(https://technet.microsoft.com/en-us/security)

Antivirus Software

Enhanced Mitigation Experience Toolkit (EMET) (EOL: July 31, 
2018)

Firewall

Virtual Private Network (VPN)



Preventing Data Loss
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• Examine applications for leakage potential

• Risk assessment on each to determine potential exposure

• Application analysis for leakage potential

• Procedural analysis for leakage potential

• Ongoing risk assessment

• Shadow IT



Training, Policies & Procedures
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• User Education and Cooperation: without buy in from the 
top, security awareness education will not be taken seriously.

• Policies: ensure employees understand the rules and why 
they are important; security awareness will benefit them at 
work and at home.

• Procedures: ensure employees know how to use systems 
properly and securely.



Password Policies
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https://hitachi-id.com/password-manager/docs/password-management-best-practices.pdf



Password Policies
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http://www.npr.org/sections/alltechconsidered/2017/08/14/543434808/forget-tough-

passwords-new-guidelines-make-it-simple



Dual Factor Authentication
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https://duo.com

Free for up to 10 users

$3 / user / month



Phishing
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Example Phishing attempt
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Phishing Mitigation
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1. Eliminate access to Personal Email accounts on 

work computers.

2. Sandbox incoming attachments

1. Mimecast

2. Office 365 Advanced Threat Protection



Least Privilege
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Unique User Accounts
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Remote Content Access
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Sharing and Collaboration
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Bring Your Own Device (BYOD)
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Intrusion Detection Services
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$4000 + monthly

Dedicated Devices and 24/7 Staffing

http://www.guardsite.com/Intrusion-Prevention-Service.asp

http://www.guardsite.com/Intrusion-Prevention-Service.asp


Penetration Testing
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http://highbitsecurity.com



Encryption
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How a DMS can help

Information Governance

Retention Policies

Active Directory Integration

Ethical Walls

Audit Trail

Encryption
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What World Software is doing
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• Worldox Encryption At Rest (WEAR)
includes delegated Cabinet control with secondary certificate

• Worldox Connect
sharing with accountability



Secure Content Framework

Cyber Security Planning44



Cyber Security Planning46

Secure Sharing
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Worldox Integrated Sharing



Secure Collaboration
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Secure Collaboration
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Mobile Content Management
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Mobile Access
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Any Questions?
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For more information:

https://www.worldox.com/security/

https://www.worldox.com/security/

